Example Strategic Blueprint

A structured & systematic approach to managing cyber risk

THE

ENDS —

(Why)

THE
MEANS —
(How)

— OBJECTIVES

SUCCESS
—— FACTORS

[ ENABLEMENT
DRIVERS

CROSS FUNCTIONAL

THE —
WAYS
(What)

L ENABLEMENT

[ ADVANCED
PRACTICES

GOOD
PRACTICES

FOUNDATIONAL

— PRINCIPLES

Protecting & Enhancing Brand Recogni

Customer
Confidence Conf

Balance Productivity

& Risk

Performance & Values
Management

Synthesis &

Governance & Decision Making

Collaboration

tion & Reputation

Partner
idence

Support Long Range Financial Plan

Minimize Direct Promote New
Loss ARR

Operational

Customer Partner

Confidence Confidence
Thematic Risk Identity Tail Risk Human
Programs Fabric Resilience Factors

Active / Threat Informed Defense

Common Intelligence Picture

Build Capability &
Capacity

Shape the Operating
Environment

Red / Purple v Blue

CTl Informed
Prevention

Excellence

Whole Company Effort / Workforce Planning

Shared
Responsibility

Operational

Software Supply Digital
Chain Risk
Threat CTl Informed

Hunting Detection

Identify Prevent Detect Respond Recover Learn
Secure

Application D Identi Network Devi
ArChiteCtu '€ & = de tlty

‘systems’ Design

Minimize Risk of
D&C

Trustworthy Products Cyber Risks in Legal, Regulatory & Stakeholders
& Services Appetite Scheme Compliant Assured

Cross Functional
Execution

Crypto
Risk

mimecast

Measurement

Tier O Risks: -
» Risk Adjusted Company
strategic outcomes.

Tier 1 Risks: -

o Impact Scenarios
o Lossexposure

« Risk Transference
« Investment ROI

Tier 2 Risks: -

o Capacity & Scaling
o Arrival Rates

o Survival Rates

o Burndown Rates

Tier 3 Risks: -

o Key Asset Based

« Attack Path Resilience
Industry Benchmarks

o Budget

+« Resources

Program Delivery
Governance Execution

Tier 4 Risks: -
» Adaptive security and nudges
o EPSS i
« Technical Classification




	Slide 1: Example Strategic Blueprint

