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Incydr™ + Instructor™

Stop data leak and theft without burdening security or disrupting users

Mimecast Incydr is a SaaS product designed to stop data leak and IP theft
caused by employees. It monitors corporate computer, cloud, and email
systems to detect data exfiltration without overwhelming security teams

or disrupting employee productivity. When used in tandem with Instructor’s
Insider Risk micro-trainings, you can educate employees following data risk
events to drive secure work habits, reduce analyst alerts, and prevent future
risk to data.

Key Use Cases

Cloud Visibility IP Theft Source Code Protection Departing Employees

Architecture

+ Saas solution with cloud architecture, 30+ integrations and Open API
+ Single, lightweight agent with support for Windows, Mac, Linux

+ Deploys in days and does not require file inventory, data classification, web proxies,
or regex policy creation and management

* API-based monitoring for corporate cloud, email and business apps
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Benefits
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Detect Data Theft

By pairing full cloud and
endpoint visibility with
contextual prioritization.

Correct, block, and contain To protect IP while ensuring

data loss events. Leverage both security and employees

automation and training to can work productively and
reduce overall risk. without friction.




mimecast

Features

Incydr helps you detect, investigate and respond to data exfiltration - whether accidental,
malicious or negligent.

Incydr Risk Dashboards: Tailored views to identify data exposure, training gaps, and corporate
policy non-compliance as well as measure program performance company-wide.

Incydr Risk Indicators: Prioritize the risks that need immediate attention through contextual risk
scoring based on file, vector, and user characteristics and behaviors.

Watchlists: Automate management workflows and get focused visibility into file activity for a
subset of users who are more likely to put data at risk, such as departing employees.

Forensic Search: Investigate event details and custom query a comprehensive index of activity
metadata without putting strain on employee devices.

Real-time Blocking: Utilize real-time blocking of data movement to untrusted locations for a
subset of your highest risk users, like departing employees and repeat offenders (where education
is too late).

Integrated Instructor Lessons: Automatically send tailored micro-trainings to correct employee
mistakes as they happen and decrease risk to data over time. Instructor includes just-in-time
responsive lessons to reduce accidental and negligent data leaks, situational lessons targeted

to specific users as their roles and responsibilities change, and proactive lessons to teach Insider
Risk 101.

Cases: Quickly document and retain investigation evidence for malicious and high-impact incidents,
and create reports for key stakeholders such as management, HR and legal.

“Using Incydr, we see particular patterns and behaviors that suggest a potential insider moving data to
untrusted systems. Anticipating rather than reacting - that's where we want to go with Incydr.”

— Mario Duarte, VP of Security, Snowflake

“The goal with Incydr Instructor is to train employees in real time. The majority of Insider Risk incidents are
inadvertent, so if we can embed training and education when the risky behavior happens, it'll go a long way
toward reducing that risk over time.”

— Aaron Momin, CISO, FinancialForce

About Mimecast

Mimecast is an Al-powered, APl-enabled connected Human Risk Management platform, purpose-built to protect organizations
from the spectrum of cyber threats. Integrating cutting-edge technology with human-centric pathways, our platform enhances

visibility and provides strategic insight that enables decisive action and empowers businesses to protect their collaborative
environments, safeguard their critical data and actively engage employees in reducing risk and enhancing productivity. More than
42,000 businesses worldwide trust Mimecast to help them keep ahead of the ever-evolving threat landscape. From insider risk to
external threats, with Mimecast customers get more. More visibility. More insight. More agility. More security.
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