Incydr™ + Email

Exfiltration Detectors

Mitigate data leaks through Gmail and Microsoft 365

corporate email accounts

mimecast

Incydr investigates attachments sent through your organization’s Gmail
or Microsoft 365 user accounts.

Overview

Incydr integrates with Gmail and Microsoft 365 to identify when data is exfiltrated through corporate
email accounts. Incydr detects when attachments are sent to untrusted recipients (such as non-
corporate domains) to give you a picture of all email-driven data exposure across your organization.
Unlike traditional solutions, it does this without requiring policy creation or management.

Features

®

Attachment Detection

Get visibility into files

attached to outbound emails
sent to untrusted recipients
via Gmail or Microsoft 365

Attachment Metadata

Review critical information on

the event including filename,
hash and the email address of
the sender and recipients

API-Based

Monitoring takes place
through an API-connection
and can be implemented for
all users, specific users, or
specific Office 365 groups -
authorize within Incydr using
your Gmail or Microsoft 365
admin credentials
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About Mimecast

Mimecast is an Al-powered, APl-enabled connected Human Risk Management platform, purpose-built to protect organizations
from the spectrum of cyber threats. Integrating cutting-edge technology with human-centric pathways, our platform enhances
visibility and provides strategic insight that enables decisive action and empowers businesses to protect their collaborative

environments, safeguard their critical data and actively engage employees in reducing risk and enhancing productivity. More than

42,000 businesses worldwide trust Mimecast to help them keep ahead of the ever-evolving threat landscape. From insider risk to
external threats, with Mimecast customers get more. More visibility. More insight. More agility. More security.
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