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Detect Risk to Data 
and Automate Response 
to Insider Threats

SOLUTION BRIEF

Mimecast® Incydr integrates with 
Cortex™ XSOAR by Palo Alto Networks 
to surface risk to data and accelerate 
response to insider threats.

This integrated offering combines the visibility 
and context of Incydr – including its library of 
hundreds of Risk Indicators used to prioritize risk 
– with Cortex XSOAR’s comprehensive security 
orchestration platform to enable security teams 
to scale, standardize and automate their insider 
threat processes.

Integration Overview
Employee lifecycle free content pack 

• Ingest alerts from Incydr

• Add and remove employees from the 
Incydr’s watchlists  for departing employees, 
new employees, contractors or other high-
risk users

• Trigger a forensic lookback of the file  
and event metadata for high-risk employee 
file activity

Response flows

•  Search activity detected by Incydr to  
gather detail needed for forensic review

• Automate ticketing processes for  
incident response

•  Trigger response controls to suspicious 
employee activity, such as removing their 
access or quarantining their endpoint

•  Leverage hundreds of Cortex XSOAR third-
party product integrations to coordinate 
response across security functions based  
on insights from Incydr

The Incydr content packs for Cortex XSOAR 
playbooks, together with Incydr risk prioritization 
and signal capabilities, enable security teams 
to automate detection and response of insider 
threats and protect against risk to data caused 
by high-risk employees – whether departing, 
new, contracted, or those with privileged access.

Read full documentation or download and get 
started today.

About Mimecast

Mimecast is an AI-powered, API-enabled connected Human Risk Management platform, purpose-built to protect organizations 
from the spectrum of cyber threats. Integrating cutting-edge technology with human-centric pathways, our platform enhances 
visibility and provides strategic insight that enables decisive action and empowers businesses to protect their collaborative 
environments, safeguard their critical data and actively engage employees in reducing risk and enhancing productivity. More than 
42,000 businesses worldwide trust Mimecast to help them keep ahead of the ever-evolving threat landscape. From insider risk to 
external threats, with Mimecast customers get more. More visibility. More insight. More agility. More security.
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https://xsoar.pan.dev/docs/reference/integrations/code42
https://cortex.marketplace.pan.dev/marketplace/
https://cortex.marketplace.pan.dev/marketplace/

