Human Risk

Score trends over time
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Measures how frequently your users engage in risky behaviors online

Highest Risks

@ Actual Phishing ~* 9 Highrisk detected 10,6k Events

nails delivered @  97% Workforce clicked @
85 mmm—
m Malware ~* 106k Events
85 WmEmamani
| @ Training G Mighriskdetected 106k Events T
Attack Factor © Most Attacked
Measures how frequently your users are attacked from outside sources Very high
INDIVIDUAL ATTACK FACTOR SCORE
S S—— —
Attack Factor over time ® Attacks @ Attack Factor level
] e
gl ‘ + Voo
5 Medium
25 . Low
B = i cank Gallagher
I Actual Phishing v (&) 10,6k Events @
et (v

Malware ~” (GLZ) Q- Highrisk detected  10.6k Events

f

21 Malware threats @~ 97% W

by oo S - > |

View most Attacked people

Features
* Human risk score delivers comprehensive
assessment across your organization.

* Risk analysis provides actionable insights and
trend analysis.

* Individual risk profile tracks user-specific
behaviors to identify concerning patterns.

* Integrate with your existing security investments to
create unified risk visibility.

* Automates threat mitigation through customized
interventions (Requires Mimecast Engage).

* Adaptive policies automatically adjust security
controls based on real-time risk levels.

Mimecast Value

mimecast

Human Risk
Command Center

Gain complete human risk visibility and
protection across your organization

The Problem

Today's attacks are increasingly sophisticated,
featuring extensive personalization and targeted
strategies. As threat actors evolve, security teams
struggle to predict their next moves, making it hard to
identify vulnerable employees.

To reduce human risk, organizations need
comprehensive visibility into employee behavior, the
threats they encounter, and adaptive policies. This
shift from reactive to proactive security enhances
overall defense.

Use Cases

Identify vulnerable employees

Mimecast surfaces difficult-to-detect human risk
through analysis of email behavior, sensitive data
handling, security awareness metrics and risky actions
from endpoint and identity tools.

Mitigate against repeat offenders

Mimecast enables adaptive security by continuously
analyzing individual risk profiles to automatically
adjust policy controls based on real-time behavior
patterns.

Optimizing security awareness

Mimecast correlates training completion with actual
security behaviors, providing evidence of which
training modules improve security posture and which
fail to change behavior.

* Measure organizational risk - Uncover your full spectrum of potential risk.

* Empower your workforce - Make employees part of the solution.
* Protect your organization - Secure the tools where work happens.
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