
Email remains the #1 attack 
vector for cybercriminals, but 
the attack surface is expanding 

41%  
have experienced 
more email-based 
threats in the past 
12 months

32% 
said that by 
themselves, the 
M365 security 
apps can’t block 
BEC and spoofing 
attacks

38%  
see the growing 
sophistication of 
these attacks as 
their biggest email 
security challenge 
in 2024

80%  
of respondents are 
concerned about new 
threats posed by AI

70%  
say collaboration 
tools pose urgent 
new threats

69%  
think it is likely, 
extremely likely or 
even inevitable that 
their company will 
be harmed by a 
collaboration 
tool-based attack

The emergence of
generative AI is

accelerating
email-based threats

Bad actors are taking 
advantage of the 
rapid spread and 
growing reliance 
on collaborative 

software 

The State of Email 
& Collaboration 
Security Report

DOWNLOAD NOW

https://www.mimecast.com/the-state-of-email-and-collaboration-security-2024/

