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[bookmark: _Toc512938568][bookmark: _Toc512938569]Mimecast Accessibility Conformance Report Revised Section 508 Edition
(Based on VPAT® Version 2.4Rev)
[bookmark: _Toc512938570]Name of Product/Version: Email Security Cloud Integrated
[bookmark: _Toc512938571]Report Date: 8th August 2024
Product Description:
Email Security Cloud Integrated is a cybersecurity application that blocks email-based threats.
[bookmark: _Toc512938573]Contact Information: 
Email: ARC@mimecast.com
[bookmark: _Toc512938574]Notes: 
[bookmark: _Toc512938575]Evaluation Methods Used: 
Cloud Integrated was evaluated using Chrome and Safari on MacOS laptop. Methods included manual, automated and assistive technology testing. Automated testing tools included browser extensions aXeCore and ARC Toolkit. Assistive technologies included VoiceOver with Safari.
[bookmark: _Toc512938576]Applicable Standards/Guidelines
This report covers the degree of conformance for the following accessibility standard/guidelines:
	[bookmark: _Toc512938577]Standard/Guideline
	[bookmark: _Toc512938578]Included In Report

	Web Content Accessibility Guidelines 2.0 
	Level A (Yes)
Level AA (Yes)
Level AAA (No)

	Revised Section 508 standards published January 18, 2017 and corrected January 22, 2018  
	(Yes)
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Terms
The terms used in the Conformance Level information are defined as follows:
· Supports: The functionality of the product has at least one method that meets the criterion without known defects or meets with equivalent facilitation.
· Partially Supports: Some functionality of the product does not meet the criterion.
· Does Not Support: The majority of product functionality does not meet the criterion.
· Not Applicable: The criterion is not relevant to the product.
· Not Evaluated: The product has not been evaluated against the criterion. This can be used only in WCAG 2.0 Level AAA.

[bookmark: _Toc512938580]WCAG 2.0 Report
Tables 1 and 2 also document conformance with Revised Section 508: 
· Chapter 5 – 501.1 Scope, 504.2 Content Creation or Editing
· Chapter 6 – 602.3 Electronic Support Documentation
Note: When reporting on conformance with the WCAG 2.0 Success Criteria, they are scoped for full pages, complete processes, and accessibility-supported ways of using technology as documented in the WCAG 2.0 Conformance Requirements.

[bookmark: _Toc512938581]
Table 1: Success Criteria, Level A
Notes:
	Criteria
	Conformance Level 
	Remarks and Explanations

	1.1.1 Non-text Content (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports

Electronic Docs: Partially Supports
	Web: Majority of non-text content has appropriate text alternatives, with exceptions described below.

Some informative icons do not have text alternatives, these include:
· Error, warning and information icons
· External link icons

Redundant images are not hidden, these occur on:
· Microsoft logo beside “Continue with Microsoft” text
· Outlook and other Microsoft service logos beside the service name

Graphs on the dashboard are implemented using canvas elements and do not have a text alternative. Data may be accessed by applying filters on tables.

Electronic Docs: The PDF monthly and weekly report has “mimecast” logo in the banner but has no alternative text.

	1.2.1 Audio-only and Video-only (Prerecorded) (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Not Applicable
	Web: No media content.

	1.2.2 Captions (Prerecorded) (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software) 
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Not Applicable
	Web: No media content.

	1.2.3 Audio Description or Media Alternative (Prerecorded) (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software) 
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Not Applicable
	Web: No media content.

	1.3.1 Info and Relationships (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: Majority of information and relationships are programmatically determined. However, there are exceptions, which are described below.

Some labels are not programmatically associated with their form control, these are:
· The token label for 2-factor authentication
· The day labels for radio buttons, within the security report settings

	1.3.2 Meaningful Sequence (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports

Electronic Docs: Partially Supports
	Electronic Docs: The PDF monthly and weekly report has data where the container receive screen reader focus, rather than the individual data points.

	1.3.3 Sensory Characteristics  (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	

	1.4.1 Use of Color (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	The majority of information does not rely on the use of color. However, there are exceptions which are described below.

Some visible focus indicators use change of color to communicate a focused state. This includes:
· Continue button on login page
· Icon buttons and navigation links in menus
· Various custom form controls when creating a policy

	1.4.2 Audio Control (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Not Applicable
	No audio content.

	2.1.1 Keyboard (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: Majority of application can be accessed by keyboard alone, with the following exceptions:
· Sub-menu links within the main navigation receive focus but cannot be activated with keyboard
· Table rows receive focus but cannot be activated with keyboard

	2.1.2 No Keyboard Trap (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: Majority of the application has no keyboard trap. However, the date range form control causes a keyboard trap when it is activated and focus is set onto the dropdown menu.

	2.2.1 Timing Adjustable (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: Majority of application has adjustable timing. However, session timeout occurs without warning, so there is a time limit with no option to extend.

	2.2.2 Pause, Stop, Hide (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: Majority of application does not having moving content. However, the focus indicator on the buttons within the log in page have focus indicators which are animated, with no mechanism to stop.

	2.3.1 Three Flashes or Below Threshold (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	

	2.4.1 Bypass Blocks (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software) – Does not apply to non-web software
· 504.2 (Authoring Tool)
· 602.3 (Support Docs) – Does not apply to non-web docs
	Web: Supports
	

	2.4.2 Page Titled (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports

Electronic Doc: Does Not Support
	Web: Majority of the application have purposeful page titles. However, there are exceptions which are described below.

The page title for create policy is not purposeful because it uses the same title as the policies page: “Policies – Mimecast”.

Electronic Doc: The monthly and weekly PDF report uses a random sequence of numbers and letters as a filename. The title uses this filename as the default, creating an unpurposeful page title.

	2.4.3 Focus Order (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: Majority of application has purposeful and logical focus order. However, there are exceptions which are described below. 



	2.4.4 Link Purpose (In Context) (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	

	3.1.1 Language of Page (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	

	3.2.1 On Focus (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	

	3.2.2 On Input (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: Majority of the application does not cause change of context on input. The exception is that on the login page, removing the value from the email text field causes other user interface components to be removed without warning.

	3.3.1 Error Identification (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	

	3.3.2 Labels or Instructions (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: Majority of form controls have labels or instructions. However, exceptions are listed below.

· Asterisks are used to indicate required fields, but this instruction is not explained
· Form controls on create policy have switch buttons which have identical labels

	4.1.1 Parsing (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Supports
	For WCAG 2.0 and the 508 standards, the September 2023 errata update indicates this criterion is always supported. See the WCAG 2.0 Editorial Errata.


	4.1.2 Name, Role, Value (Level A)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: Majority of user interface components have a programmatic name, role and value. However, exceptions are listed below.

· The expanded state on menu items in the navigation menu are not programmatically communicated
· Dialogs that appear from the side are missing dialog role
· The icon button used in the date range filter does not have a programmatic name
· Progress bar used to show scan progress does not have a programmatic name



[bookmark: _Toc512938582]
Table 2: Success Criteria, Level AA
Notes:
	Criteria
	Conformance Level 
	Remarks and Explanations

	1.2.4 Captions (Live) (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Not Applicable
	No live media.

	1.2.5 Audio Description (Prerecorded) (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Not Applicable
	No media content.

	1.4.3 Contrast (Minimum) (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports

Electronic Docs: Partially Supports
	Web: Majority of text meets minimum text contrast requirements. However, some primary buttons on the login page and the policies page have a visible focus indicator that causes text contrast to fall below the required 4.5:1 while the button has keyboard focus.

Electronic Docs: Some legend text for graphs in the monthly and weekly PDF report are under the required 4.5:1 contrast.

	1.4.4 Resize text (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	

	1.4.5 Images of Text (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	

	2.4.5 Multiple Ways (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software) – Does not apply to non-web software
· 504.2 (Authoring Tool)
· 602.3 (Support Docs) – Does not apply to non-web docs
	Web: Supports
	

	2.4.6 Headings and Labels (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	

	2.4.7 Focus Visible (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: The majority of keyboard focus is visible. However, there are exceptions which are listed below.
· On the tooltip close button
· On the ‘create’ and ‘cancel’ buttons on the create policy form

	3.1.2 Language of Parts (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	

	3.2.3 Consistent Navigation (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software) – Does not apply to non-web software
· 504.2 (Authoring Tool)
· 602.3 (Support Docs) – Does not apply to non-web docs
	Web: Supports
	

	3.2.4 Consistent Identification (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software) – Does not apply to non-web software
· 504.2 (Authoring Tool)
· 602.3 (Support Docs) – Does not apply to non-web docs
	Web: Supports
	

	3.3.3 Error Suggestion (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Partially Supports
	Web: On login, entering an email value that is not valid does not offer format suggestions.

	3.3.4 Error Prevention (Legal, Financial, Data) (Level AA)
Also applies to:
Revised Section 508
· 501 (Web)(Software)
· 504.2 (Authoring Tool)
· 602.3 (Support Docs)
	Web: Supports
	



[bookmark: _Toc512938934][bookmark: _Toc473010283][bookmark: _Toc512938584]Revised Section 508 Report
Notes:
[bookmark: _Toc512938935]Chapter 3: Functional Performance Criteria (FPC)
Notes:
	Criteria
	Conformance Level 
	Remarks and Explanations

	302.1 Without Vision
	Partially Supports
	The majority of the application can be used without vision.

More information is listed in:
· 1.1.1 Non-text Content
· 1.3.1 Info & Relationships
· 1.3.2 Meaningful Sequence
· 1.4.1 Use of Color
· 2.1.1 Keyboard
· 2.1.2 No Keyboard Trap
· 2.2.1 Timing Adjustable
· 2.4.2 Page Titled
· 2.4.3 Focus Order
· 3.2.2 On Input
· 4.1.2 Name, Role, Value

	302.2 With Limited Vision
	Partially Supports
	The majority of the application can be used with limited vision. 

More information is listed in:
· 1.1.1 Non-text Content
· 1.3.1 Info & Relationships
· 1.3.2 Meaningful Sequence
· 1.4.1 Use of Color
· 1.4.3 Contrast (Minimum)
· 2.1.1 Keyboard
· 2.1.2 No Keyboard Trap
· 2.2.1 Timing Adjustable
· 2.4.2 Page Titled
· 2.4.3 Focus Order
· 3.2.2 On Input
· 3.3.2 Labels or Instructions
· 4.1.2 Name, Role, Value


	302.3 Without Perception of Color
	Partially Supports
	The majority of the application can be used without perception of color.

More information is listed in:
· 1.4.1 Use of Color
· 1.4.3 Contrast (Minimum)
· 2.4.7 Focus Visible


	302.4 Without Hearing
	Supports
	

	302.5 With Limited Hearing
	Supports
	

	302.6 Without Speech
	Supports
	

	302.7 With Limited Manipulation
	
	The majority of the application can be used with limited manipulation. 

More information is listed in:
· 2.1.1 Keyboard
· 2.1.2 No Keyboard Trap
· 2.2.1 Timing Adjustable
· 2.4.2 Page Titled
· 2.4.3 Focus Order
· 2.4.7 Focus Visible
· 4.1.2 Name, Role, Value

	302.8 With Limited Reach and Strength
	Supports
	

	302.9 With Limited Language, Cognitive, and Learning Abilities
	Partially Supports
	The majority of the application can be used with limited language, cogntivie and learning abilities.

More information is listed in:
· 1.1.1 Non-text Content
· 2.2.1 Timing Adjustable
· 2.4.2 Page Titled
· 2.4.3 Focus Order
· 3.2.2 On Input
· 3.3.2 Labels or Instructions


[bookmark: _Toc512938936]Chapter 4: Hardware
Notes: Not Applicable. 
[bookmark: _Toc512938937]Chapter 5: Software
Notes: 
	Criteria
	Conformance Level 
	Remarks and Explanations

	501.1 Scope – Incorporation of WCAG 2.0 AA
	See WCAG 2.x section
	See information in WCAG 2.x section

	502 Interoperability with Assistive Technology
	Heading cell – no response required
	Heading cell – no response required

	502.2.1 User Control of Accessibility Features
	Not Applicable
	The product is not a platform software.

	502.2.2 No Disruption of Accessibility Features
	Supports
	The product does not disrupt accessibility features.

	502.3 Accessibility Services
	Heading cell – no response required
	Heading cell – no response required

	502.3.1 Object Information
	Not Applicable
	Not applicable to web.

	502.3.2 Modification of Object Information
	Not Applicable
	Not applicable to web.

	502.3.3 Row, Column, and Headers
	Not Applicable
	Not applicable to web.

	502.3.4 Values
	Not Applicable
	Not applicable to web.

	502.3.5 Modification of Values
	Not Applicable
	Not applicable to web.

	502.3.6 Label Relationships
	Not Applicable
	Not applicable to web.

	502.3.7 Hierarchical Relationships
	Not Applicable
	Not applicable to web.

	502.3.8 Text
	Not Applicable
	Not applicable to web.

	502.3.9 Modification of Text
	Not Applicable
	Not applicable to web.

	502.3.10 List of Actions
	Not Applicable
	Not applicable to web.

	502.3.11 Actions on Objects
	Not Applicable
	Not applicable to web.

	502.3.12 Focus Cursor
	Not Applicable
	Not applicable to web.

	502.3.13 Modification of Focus Cursor
	Not Applicable
	Not applicable to web.

	502.3.14 Event Notification
	Not Applicable
	Not applicable to web.

	502.4 Platform Accessibility Features
	Not Applicable
	Not applicable to web.

	503 Applications
	Heading cell – no response required
	Heading cell – no response required

	503.2 User Preferences
	Supports
	Product allows users to apply custom preferences.

	503.3 Alternative User Interfaces
	Not Applicable
	Not applicable to web. 

	503.4 User Controls for Captions and Audio Description
	Heading cell – no response required
	Heading cell – no response required

	503.4.1 Caption Controls
	Not Applicable
	There is no video or audio content. 

	503.4.2 Audio Description Controls
	Not Applicable
	There is no video or audio content. 

	504 Authoring Tools
	Heading cell – no response required
	Heading cell – no response required

	504.2 Content Creation or Editing 
	See WCAG 2.x section
	See information in WCAG 2.x section

	504.2.1 Preservation of Information Provided for Accessibility in Format Conversion
	Not Applicable
	The product is not an authoring tool.

	504.2.2 PDF Export
	Not Applicable
	The product is not an authoring tool.

	504.3 Prompts
	Not Applicable
	The product is not an authoring tool.

	504.4 Templates
	Not Applicable
	The product is not an authoring tool.


[bookmark: _Toc512938938]Chapter 6: Support Documentation and Services
Notes:
	Criteria
	Conformance Level 
	Remarks and Explanations

	601.1 Scope
	Heading cell – no response required
	Heading cell – no response required

	602 Support Documentation
	Heading cell – no response required
	Heading cell – no response required

	602.2 Accessibility and Compatibility Features
	Not Applicable
	No accessibility and compatibility features to document.

	602.3 Electronic Support Documentation
	See WCAG 2.x section
	See information in WCAG 2.x section

	602.4 Alternate Formats for Non-Electronic Support Documentation
	Not Applicable
	No documentation in non-electronic format.

	603 Support Services
	Heading cell – no response required
	Heading cell – no response required

	603.2 Information on Accessibility and Compatibility Features
	Not Applicable
	No accessibility and compatibility features to document. 

	603.3 Accommodation of Communication Needs
	Supports
	Raise support case form presented in an accessible fashion. 
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Legal Disclaimer (Mimecast)
This information is true and correct to the best of our knowledge as of the date printed on the front page of this document, is supplied for customer evaluation purposes only and is subject to change without notice.  
Mimecast does not make, and expressly disclaims any warranties, whether expressed or implied, with regard to the information contained in this document. The contents of this document do not constitute legal advice regarding compliance with applicable accessibility requirements. Such a determination is the sole responsibility of the customer.  
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