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Incydr” + Mimecast

Email Security

Prevent data leak and theft via email, cloud, and endpoint

Incydr integrates with Mimecast Email Security to protect data from
exfiltration. This includes offering heightened monitoring and management
for high risk user groups such as employees with poor security practices.

Overview

Incydr and Mimecast Email Security help you stop data leak and theft by providing you with visibility
into risky user activities across web, email, cloud, and more, as well as the controls needed to quickly
stop and remediate them. Allowing your organization to stay working, stop worrying, and continue
collaborating - securely.

How Incydr and Mimecast Email Security Protect Data

When using Incydr and Email Security together, you can map an Incydr Watchlist to a Mimecast
Profile Group, meaning that the integration will automatically add users from certain Watchlists to
Profile Groups and vice versa due to its bidirectional APl integration. This allows you to seamlessly
manage Watchlists and gain visibility into email, endpoint, and cloud exfiltration events.

For example, if a user is a member of Incydr’s “Repeat Offenders” Watchlist, you can choose to
map that to Mimecast's “Repeat Offenders” Profile Group. And because of the bidirectionality, it
automatically works both ways - going from Mimecast's Profile Group to Incydr’s Watchlist.

Once added to a Watchlist, you can automatically apply preventative controls or send micro-
trainings to correct employee mistakes as they happen, allowing you to secure collaboration and
ensure users can work productively without putting data at risk.
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Benefits

Data protection: Protect data from phishing attempts and email exfiltration, whether intentional
or unintentional

Fast response and remediation: Leverage automated response controls to prevent data leak and
theft as well as correct user behavior

Secure email collaboration: Ensure users can work productively without putting data at risk

Streamline SecOps: Automated response actions reduce effort upon the SecOps team
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Maintain bidirectional population

Example: Repeat offenders profile group
<—» Repeat offenders watchlist

Response

Instructor Automation,
preventative controls

About Mimecast

Mimecast is an Al-powered, APl-enabled connected Human Risk Management platform, purpose-built to protect organizations
from the spectrum of cyber threats. Integrating cutting-edge technology with human-centric pathways, our platform enhances
visibility and provides strategic insight that enables decisive action and empowers businesses to protect their collaborative
environments, safeguard their critical data and actively engage employees in reducing risk and enhancing productivity. More than
42,000 businesses worldwide trust Mimecast to help them keep ahead of the ever-evolving threat landscape. From insider risk to
external threats, with Mimecast customers get more. More visibility. More insight. More agility. More security.
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