mimecast

UNDERSTANDING INSIDER THREATS
AND DATA LOSS PREVENTION

POLL 1:

INSIDER THREAT CONCERNS BB Genni Tools - 35%
WHAT TYPE O F 8! Source Code Leaks - 33%
INSIDER TH REATS . Departing Employees - 16%
CO N CE RN YO U . Unsanctioned Applications - 16%
THE MOST?

Key Insight

Emerging technologies and human factors drive insider threat concerns. GenAl tools (35%) pose risks like
misuse or exposure of sensitive data, while departing employees (33%) create risks of IP theft or unauthorized
data transfer. Together, they account for 68% of responses, highlighting the need for careful management of
technology and employee transitions. Source code leaks and unsanctioned applications (16% each) show the
ongoing challenge of shadow IT and protecting proprietary assets.

Key Insight

While 36% of organisations are adopting modern behavioural monitoring to proactively identify and prevent
data loss, 32% still rely heavily on manual processes and training. These manual approaches focus on
educating employees and enforcing policies through awareness programmes and manual checks, which can
be effective but may also be limited by human error and inconsistency. Meanwhile, 18% of organisations lack
an active DLP strategy, which could expose them to significant data loss risks.

POLL 2:
CURRENT DLP APPROACHES

HOW DOES YOUR
ORGANISATION
CURRENTLY
APPROACH DATA
LOSS PREVENTION
(DLP)?

. Manual Processes and Training - 32%
Traditional DLP Tools - 14%
. Modern Behavioural Monitoring - 36%

. No Active DLP Strategy - 18%

POLL 3:

DLP PROGRAMME

IMPROVEMENTS
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Key Insight

Automation and detection tools (43%) top DLP improvement priorities, enabling faster and smarter responses
to potential data loss incidents. Employee awareness and training (32%) remain critical, emphasising the
importance of human behaviour in protecting data. Real-time visibility into data flows (18%) is increasingly
sought to track sensitive information across systems and endpoints, helping detect anomalies early and prevent
breaches. Only connected security systems (7%) are a lower priority, suggesting integration is less urgent for
most organisations.

CONCLUSION

The results highlight the growing importance of modern tools and strategies to address insider threats anc
improve DLP programmes. Organisations are prioritising automation, behavioural monitoring, and employee
training to stay ahead of risks.
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The data is clear: insider threats are evolving—are your
defences keeping up?
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monitoring, and rapid detection to help close your DLP gaps.
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