mimecast

DMARC Aqgregate System Response Reports

From time to time and at Mimecast’s sole discretion, we will provide certain customers (as more particularly
described in the product release notes found on Mimecaster Central) with Domain-based Message
Authentication, Reporting, and Conformance aggregate system response reports (DMARC aggregate reports).

The DMARC aggregate reports are automated reports which may help with protecting email senders and
recipients from advanced threats that could potentially lead to an email data breach. Mimecast will send
automated system response reports at no cost to customers to provide them with authentication summaries that
can be viewed in their mailbox.

Each DMARC aggregate report provides the following information:

¢ The domain of where the email came from (not the full email address).

e SPF (Sender Policy Framework) verification, which contains the IP (internet protocols) address of the
mail server responsible for sending the message.

o DKIM (Domain Keys Identified Mail) verification, which contains the domain that was used to sign the
received email.

e DMARC verification, if the DMARC verification was successful (PASS, legitimate) or unsuccessful
(FAIL, spoofed).

We have made reasonable efforts to ensure the accuracy and reliability of the information provided in the
DMARC aggregate reports. However, the DMARC aggregate reports are provided “as is” and no warranties or
representations of any kind, express or implied, are given as to the nature, accuracy or otherwise of the
information provided. We do not assert that the information contained in the DMARC aggregate reports is
suitable for any particular purpose.

Under no circumstance will Mimecast have any liability to any recipient of the DMARC aggregate reports for
any loss or damage of any kind incurred as a result of the use of the DMARC aggregate reports or for reliance
on any information provided in them.

Mimecast reserves the right to amend, pause or remove the DMARC aggregate report service at any time.

Please note that the DMARC aggregate reports are automated system response reports. These reports are not
related to our DMARC Analyzer solution. For more details on DMARC Analyzer, please Vvisit:
https://www.mimecast.com/products/dmarc-analyzer/
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