Business email
platforms:

How well are South
African organisations
protected from
email-borne attacks?




Introduction

Organisations are more reliant on their business email providers than ever before.
Work-from-home and hybrid work models have become the norm as organisations
first adapted to the pandemic and associated lockdowns, and quickly realised the
positive productivity gains of enabling remote work models. However, an escalation
in global cybercrime activity has created new challenges for South Africa’s IT

decision-makers - challenges we are only just beginning to fully understand.

South Africa’s public and private

sector organisations have never been
more dependent on email and other
collaboration tools such as Microsoft

365 to stay connected with customers,
partners and colleagues. The proliferation
of hybrid and remote work environments
has exposed potential new vulnerabilities,
and attempts by opportunistic
cybercriminals continue to grow in volume
and sophistication.

New regulations - specifically the
Protection of Personal Information Act
(POPIA) - are adding further pressure
and complexity on organisations to
improve their defences. As of July 2021,
organisations are at full risk of fines and

penalties for non-compliance.

The current landscape has given rise to
several important questions. Are South
African organisations confident that
business email platforms are secure?
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Do IT decision-makers trust the security
bundled with their business email
services, or is there a need for additional
supplementary solutions? How well are
organisations implementing layered
security strategies to protect them against
various forms of cyberattack? And which
attack types are they most worried about
breaking through their email perimeters?

To help answer these questions, Mimecast
commissioned research in the first half

of 2021 to find out from more than 330
South African IT and security directors

in the public sector, financial services,
healthcare, manufacturing, utilities and
professional services industries. This
report contains the key findings from our
research and highlights how South African
organisations are bolstering their business
email defences against an array of

cyber threats.



https://www.mimecast.com/blog/popia-101-the-basics-of-south-africas-new-data-privacy-act/
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South African organisations have apparent high levels of confidence in the security of
their business email services.

HOW conﬁdent i d h k h Aff bel h Il
- In fact, compared to other markets, South African organisations believe they are well-
are South African > 5 Y

organisations

suited to protecting against a wide range of email-borne cyberattacks.

in their email Respondents who say their email platform are designed to offer
platform’s security? Business Email Compromise (BEC) protection:

% 44%

Just over four in ten
don't believe there’s a real
need for additional email
security solutions on top
of their organisation’s
email platform.

South Africa

80%

Respondents who say their email platform are engineered to offer
zero-day threat protection:

South Africa

17%
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However, some of the findings indicate there is
a disconnect between security decision-makers
believing there is no need for additional layers

of security, and to what extent they are indeed

implementing additional security.

That's because, despite high levels of confidence in

(HYT built-in email platform security and perhaps being

:::: overly trusting of hyperscale vendors, nearly all (95%)

’:'; deploy third-party solutions for their underlying

.::: email solution. This points to a growing awareness
17 of the need for greater resilience, and highlights the

:::: prevalence of having a defence in depth strategy.

see?
vest Perhaps if the more than nine in 10 organisations

were to actually remove their additional security
he solution, confidence in built-in platform email
[ security alone would wane.

5%

of all respondents deploy third-party solutions for
email, despite high levels of confidence in built-in
email platform security

L
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https://www.mimecast.com/resources/white-papers/defense-in-depth-closing-the-gaps-in-microsoft-365-security/

How confident are South African
organisations in their email platform’s

security? cont.
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Nearly a third (29%) of all South
African organisations said they
don’t trust their email platform to
stop all cyberattacks.

o In the financial services and
public sectors, this rate rises
o to 36%.

of all respondents said their email
platforms do not offer adequate
anti-phishing tools.

of all respondents said their
email platforms don’t offer
adequate ransomware protection.

The last year has seen a major shift in the threat landscape; the
rise in ransomware has been particularly worrying for security
leaders.

So, while email platforms such as Microsoft 365 might have
provided adequate security in the past, the increase in
sophistication of attacks is making it harder for organisations to
justify not being adequately protected.

7%

Nearly half of public sector
organisations believe
there is a need
for additional email
security solutions.


https://www.mimecast.com/content/ransomware-protection/

Business email threat landscape: South African IT decision-makers
What are SA organisations worried about? are typically concerned about the

following cyber threats:
It's no secret that cyber threat actors have dramatically ramped up their activities
since the start of the COVID-19 pandemic. As normal ways of life and work were
disrupted during the early stages and millions of people around the world started
working from home, cyberattacks grew in both volume and sophistication.

In fact, according to the Mimecast's State of Email Security 2021 report, 64% of
global respondents saw an increase in email threats in 2020, and nearly two-thirds 559%, 48%

(65%) of South African respondents said they believe their organisation will be Phishing Spam
harmed by email attacks in the next year.

Our research found that:

82% 71% 72% @

47% 46%
Ransomware Impersonation
More than four in five IT Seven out of ten found that email-
decision-makers respondents borne attacks are
say cyber attackers also stated that more likely to find
have become more the number of some measure
sophisticated in cybersecurity issues of success.
their attacks since involving email
the start of the pandemic. has increased.
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https://www.mimecast.com/state-of-email-security/

South African organisations are meeting these challenges by
ramping up digital transformation and cyber resilience.

L - U

Eighty-five percent of respondents said the The most common reason? More than half
pandemic has accelerated their digital say it is to be better protected against
transformation plans. cyber threats.

The regulatory landscape also poses challenges.
With POPIA in force, organisations are under greater regulatory pressure than ever before
to protect their systems and data against compromise.

40%

IT decision-makers ‘strongly agreed' their business
email systems are fully POPIA compliant.

While most IT decision-makers said they have at least some confidence that their
business email platform is designed to be POPIA-compliant, one in five (20%) of those
surveyed don't believe they can reach being compliant. This may expose the organisation
not only to potential regulatory risks and penalties, but any breach of personal data -
where the organisation is found to have not implemented all reasonable measures to
protect that data - may seriously damage its reputation and undermine customer trust.
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Bolstering defences: the role of
third-party solutions in improving
business email resilience

The main reasons South African organisations use
third-party security solutions:

38% To help halt attempted phishing attacks

South African organisations are doing well in their efforts to
protect against email-borne attacks by leveraging third-party
solutions and adopting a multi-layered security approach.

34 /0 To promote increase organisational resilience

0
31 /0 To help stop ransomware attacks

Considering the high prevalence of layered email security
strategies among South African organisations, it is perhaps
not surprising that IT decision-makers display high levels
of confidence in their email security stacks. Eight out of
ten respondents said they can identify and stop most
cyberattacks before they breach the email perimeter.

o The rate of South African IT decision-makers
95 /0 who deploy third-party solutions for email

The general consensus over implementing additional layers of
security solutions on top of standard business email platforms

points to growing recognition that additional tools are necessary

in the.cu'rre?nt th'reat Iéﬁdscape and that built-in ema|.I platform 79% and 89%
security is likely insufficient to adequately protect against

increasingly sophisticated email-borne attacks.

If the perimeter defences are breached,

of organisations of public sector
respondents

believe they can identify and counter the attack before it
does further damage to their network. In addition, 77%
of organisations say they would be able to recover email
data within 24 hours following a successful breach.
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Awareness and continuity: enabling
safe hybrid work environments

As the number one business productivity tool, email is vital
to the effective operations of any organisation. In the last
year it's become even more critical as businesses swapped
face-to-face interaction for digital communication. However,
our research found that South African organisations

suffer frequent outages on their email platforms, which
interrupts business productivity and may open the door for
opportunistic threat actors.

The average number In the public sector,
of outages a year the rate of outages is
reported by all South even higher at
African IT decision- 3.8 per year.

makers (compared
to only 1.3 in the UK)
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Considering the vital importance of public services - particularly
during times of crisis such as an ongoing COVID-19 pandemic -
having regular email outages could seriously undermine delivery
of essential services to those in need.

When the majority of organisations also rely on the dominant
Microsoft 365 as their business email platform - 75% of
respondents say they have implemented it - any interruptions or
downtime hold the risk of not only affecting the productivity of
single organisations, but entire economic sectors, which may have
devastating consequences for economic growth.



How business email service outages affect South African organisations:

Reduced productivity

Inability to provide services to customers
Loss of production time

Reputational damage

Loss of revenue

As the last line of defence against cyberattacks, employees have a critical role to play in protecting business email platforms from
threat actors. South African organisations are generally aware of the role employees play in securing the business from cyber threats.

=

The percentage of South African However, more than a quarter Despite 68% saying employees are their
organisations that are aware that (27%) weren't confident that organisation’s biggest cybersecurity
internal emails can represent a employees within their organisations vulnerability

cybersecurity threat are sufficiently trained to identify

email-based cyberattacks

Considering that 71% of organisations reported seeing an increase in the number of cybersecurity issues involving business email since
the start of the pandemic, South African IT decision-makers would do well to prioritise more robust and ongoing cybersecurity awareness
training to ensure every employee can identify, avoid and prevent potentially risky behaviour.
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Key Takeaways

Add layers

Don’t rely on only Microsoft 365 to secure your
business email.

Organisations need layers of security solutions that

work to supplement the protections of the number
one threat vector - business email - from an array
of cyber threats.

Choose best-of-breed

Deploy the best solutions to address different
security concerns and priorities.

Despite high levels of confidence in their business
email platforms, 95% of organisations still deploy

[

additional solutions to help protect against phishing,

ransomware, spam and impersonation. Having
specialised security solutions that offer the best-in-
class protection against specific attack types gives
organisations greater overall resilience. And by

adopting Application Programming Interfaces (APIs)

to automate data integration and exchange across
multiple security tools, security teams can enable
best-of-breed security for all their

technology solutions, and help reduce the

burden on overstretched IT security teams.
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Help empower employees

Turn your employees into effective support for the
organisation’s overall resilience.

IT decision-makers are well aware of the risks their
employees pose to the organisation’s overall business
email security posture. Organisations should conduct
regular, effective cybersecurity training to empower
employees with the knowledge and awareness to
prevent common attack types from breaching N

email perimeter defences. &

Help ensure continuity

Don’t be left twiddling thumbs when your
business email platform experiences

an outage.

South African organisations experience regular
business email downtime that affects their
productivity, reputation, and revenue. Having
fall-back solutions that can keep the business
running can help prevent damage to the
organisation when there’s an inevitable outage.
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Mimecast is a cybersecurity provider that helps thousands of organizations worldwide make email safer, restore trust and bolster cyber resilience. Mimecast's expanded
cloud suite enables organizations to implement a comprehensive cyber resilience strategy. From email and web security, archive and data protection, to awareness training,

uptime assurance and more, Mimecast helps organizations stand strong in the face of cyberattacks, human error and technical failure.



