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Solution Brief

Work Protected
World-class protection for the intersection  
of communications, people, and data

Email and collaboration are where work happens 
— they’re also where risk is concentrated. Mass 
consolidation on a handful of cloud platforms like 
Microsoft 365 and Google Workspace has created 
irresistible targets; and malicious actors target 
them relentlessly, using the top attack vector — 
email — to deliver everything from phishing to 
ransomware.  

And they count on a key constant to achieve 
their aims — the propensity of humans to make 
mistakes. It’s no surprise that 91% of cyberattacks 
start with email or that 94% of successful 
breaches involve some form of human error.  

At the same time, technology is not infallible. Our 
total dependence on it makes organizations more 
vulnerable than ever.  

How has the security industry responded to these 
challenges? By creating a complex web of point 
products designed to address critical areas of risk. 
However, this approach has generated a level of 
complexity that’s untenable. Put simply, IT and 
security teams are spending more time managing 
technology than risk. 

 

Your work surface is now your risk surface
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World class protection for the intersection of communications, people, and data

Your security x-factor
How can security and IT teams control risk without increasing complexity? Enter the Mimecast X1 
Platform, which is the foundation of the Mimecast system. Allowing Mimecast’s products to work 
seamlessly together, it powers a fully integrated suite for keeping communications, people, and data 
protected, while delivering the rapid innovation, resilience, scale, and actionable information needed to 
navigate an ever-evolving threat landscape.  

Precision Detection 
Delivers advanced protection for the top attack 
vector – email – by leveraging the industry’s most 
robust view of the email threat landscape in 
combination with AI, Machine Learning, and Social 
Graphing for continuous end user protection. 
 
Service Fabric 
The foundation and infrastructure behind the 
Mimecast X1 platform that provides scalability, 
resilience, and the ability to rapidly deploy new 
enhancements in response to a constantly evolving 
threat landscape.  
 
Data Analytics 
A platform for ingesting, correlating, and querying 
the mass volumes of data that Mimecast generates 
from the process of protecting communications, 
people, and data.

MESH 
Mimecast Extensible Security Hooks 
Provides a well-documented, consistent API 
gateway that enables third-party integrations 
of all kinds, delivering full extensibility and 
allowing threat data, policies, and practices to be 
applied or shared programmatically with other 
security and data solutions. MESH also supports 
accelerated integration with other security tools, 
such as SIEM, SOAR, XDR, CASB, and more. 
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World class protection for the intersection of communications, people, and data

The intersection of communications, 
people, and data carries a 
tremendous amount of risk, as 
malicious actors work to exploit the 
interconnectedness of the modern 
work surface. Multi-stage, multi-
vector attacks have become the norm, 
with criminals using one entry point 
to open the door to others. Incidents, 
mistakes, and failures can have a 
devastating domino effect. 
 
If only you had one problem to 
solve or a single attack vector to 
defend. The reality is that you have 
to do more. That’s why Mimecast 
does more too. Our fully integrated 
product suite — powered by the X1 
Platform — delivers a whole that’s 
far greater than the sum of its parts, 
turning email and collaboration 
protection into the eyes and ears of 
your security organization.  
 
The result? You can protect the key 
intersection of communications, 
people, and data in the simplest, 
most effective, and affordable  
way possible.  

Protect Communications 
Your work surface is now your risk surface, with email 
serving as the entry point for 91% of cyberattacks. Block 
even the most sophisticated email threats, keep email 
flowing no matter what, and trust your communications 
again with the Mimecast Product Suite.  

 
Protect People 
When successful cyberattacks are analyzed, they typically 
have one thing in common — human error. Create security 
savvy employees and surround them with protection 
all the way down to the point of risk with the Mimecast 
Product Suite. 

 
Protect Data 
Companies today are deluged with unstructured data that 
must be made searchable, secure, and compliant. Simplify 
compliance, accelerate e-Discovery, and keep data safe 
with the Mimecast Product Suite. 

THIS is how you 
work protected
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Protect Communications
Trust your communications again with best-in-class email security 

World-class email security with total deployment flexibility 

As the top attack vector, email demands the strongest possible protection. Defend against the most 
sophisticated attacks and stay one step ahead of threats with Mimecast Email Security. From phishing 
and ransomware to social engineering and credential harvesting, we block the most dangerous attacks, 
delivering world-class email security in the way that best meets your needs — with or without a gateway. 

• World-class efficacy 

• AI and Machine Learning powered detection

• Total deployment flexibility 

• Comprehensive solution suite

• Rapid time to protection

• Extensible platform, open API

Enhance and extend protections

Bolster your email security protections without adding complexity with fully integrated, 
complementary solutions.

Block all email-based threats

By applying the right detection capabilities at the 
right time, Mimecast Email Security surrounds 
your communications with continuous protection. 
The industry’s most robust view of the email 
threat landscape — derived from Mimecast’s 
inspection of 1.3 billion emails daily — powers 
instantaneous blocking of the vast majority of 
email-based attacks, while the latest in AI and 
Machine Learning provides intelligent detection 
of both emerging and unknown threat types.

Social Engineering Defense 
Empower users with AI-driven warning banners 
surfaced and updated in real time based on risk. 

DMARC Management 
Get full visibility and control of who sends emails 
on your behalf by accelerating and simplifying 
implementation of the DMARC protocol. 

Email Continuity 
Keep email flowing during planned or unplanned 
outages, providing uninterrupted access to 
current and historic email across devices. 

Message Encryption 
Let users securely send sensitive information with 
message encryption that’s easy for them to use 
and simple for you to administer. 

Insider Risk Protection 
Prevent attacks from spreading internally and 
to your supply chain by applying best-practice 
inspections to internal and outbound email.
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Protecting you where work happens

World-class efficacy, total deployment flexibility 

No two organizations are alike. That’s why Mimecast gives you the best email protection in the 
industry, with two different deployment options designed to meet varying requirements. Whether your 
environment is large or small, complex or straightforward, well-resourced or lean and mean, Mimecast 
delivers world-class email security efficacy in the way that best meets your needs. 

Which solution is right for you?

Email Security, Cloud Integrated - Coming soon 

An Integrated Cloud Email Security solution that 
does not require an MX record change, Email 
Security, Cloud Integrated is purpose-built to 
enhance and extend M365 protections. Deploying in 
just minutes and providing optimized protections 
out of the box, it’s the ideal solution for IT and 
security teams that want to bolster M365 protection 
while making email security administration a snap.

Email Security, Cloud Gateway 

A Secure Email Gateway in the cloud, Email Security, 
Cloud Gateway is designed to keep any type of email 
environment, even the most complex, secure. Offering 
advanced administration capabilities and a broad 
range of complementary solutions and integrations, 
it’s the ideal solution for IT and security teams that 
want to control risk while also taming complexity.

• Optimized M365 protections

• Deployment in minutes (no MX record change)

• Protection for a single email tenant

• Out-of-the-box settings

• Minimal configuration

• Simplified administration

• One-click remediation

• Extensibility through an open API

Visit mimecast.com to pre-register for your free trial today

• Optimized protections for any email environment
(M365, Google Workspace, hybrid, on-premise)

• Support for large and complex environments
(FAA, AAA)

• Highly customizable policies

• Simplified integration with other security tools,
such as SIEM, SOAR, TIP, XDR, and more.

• Integrated, complementary solutions (Continuity,
Archive, DMARC, and more)

Visit mimecast.com to schedule a demo today

World-class email security efficacy

AI-powered detection

Email security trusted by 40K customers globally



Web Security 
Protect your employees from malicious and 
inappropriate websites with a 100% cloud-based 
service that integrates with Mimecast Email 
Security for consistent cyber protection.

Brand Protection 
Safeguard your digital brand to protect 
employees, customers, and partners by 
identifying and blocking brand impersonation 
attacks that exploit your digital brand. 

Protect People
Create security savvy employees with 
solutions that educate and empower

Security awareness training

Mimecast’s award-winning Security Awareness 
Training platform helps you create new allies in 
the battle to work protected. Fully integrated with 
Mimecast Email Security, it creates a continuous 
cycle of training, testing, risk assessment, and 
support, allowing you to raise awareness across 
the organization while providing targeted 
support to those who need it most. 

• Award-winning video-based training

• Micro-learning approach

• Robust and regularly refreshed content library

• Employee and organizational risk scoring

• Real-life phish testing, using attacks that targeted
employees in the real-world

• Integrated email security controls

Enhance and extend protections

Take people protections a step further with solutions that secure more components of their day-to-day 
online experience. 

“I’ve been involved with enterprise security awareness for decades 

and have barely found anything as compelling and fun as the content 

from Mimecast.” 

William Hammersla, Fmr CSO, Forcepoint and Fmr President, Raytheon Cyber Products
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Supervision 
Reduce the risk and complexity of navigating 
dynamic corporate and regulatory requirements, 
while controlling audit readiness. 

Data Migration 
Reduce the time, cost, and complexity of 
shifting away from outdated archive systems by 
dramatically streamlining and accelerating the 
transfer of legacy data. 

Protect Data
Make data safe, compliant, and easily discoverable

Data retention

Mimecast Data Retention brings today’s 
data challenges down to size by simplifying 
compliance, dramatically reducing the time 
and cost of e-discovery searches, and ensuring 
data is never lost. A 7x Gartner Magic Quadrant 
leader that’s fully integrated with Mimecast Email 
Security, our Cloud Archive solution meets the 
needs of a wide variety of stakeholders, from 
legal and compliance to IT, HR, and end users.

• Accelerated e-Discovery

• Simplified compliance

• Easy-to-use, self-service tools for end users

• Painless data migration

• Bottomless, immutable storage

Enhance and extend protections

Surround your data with tools that enhance manageability and protection.

Seven Time Leader 
Gartner Magic Quadrant 7x
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Archive for Microsoft Teams 
Enforce security and compliance controls with 
best of breed governance and archiving to reduce 
risk for the way people work today. 

Data Synchronization and Recovery 
Manage compliance archiving and data resilience 
from a single, easily searched Administration 
Console, without the need for dedicated backup 
and recovery solutions.



Mimecast: Work Protected™
Since 2003, Mimecast has stopped bad things from happening 
to good organizations by enabling them to work protected. We 
empower more than 40,000 customers to help mitigate risk 
and manage complexities across a threat landscape driven by 
malicious cyberattacks, human error, and technology fallibility. 
Our advanced solutions provide the proactive threat detection, 
brand protection, awareness training, and data retention 
capabilities that evolving workplaces need today. Mimecast 
solutions are designed to transform email and collaboration 
security into the eyes and ears of organizations worldwide.
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Enterprise 
Information Archive 
7x Gartner Magic Quadrant Leader

Protect 
Communications

Protect 
People

Protect 
Data

Most Comprehensive 
Security 
Awareness Training 
Global Infosec Awards 2022

Email Security Leader 
Forrester Wave 2022

Email Security 
Market Leader 
Global Infosec Awards 2022

Email Security 
Champion PUR Awards 2022

CyberGraph 
CSR Tech Innovations 

Winner 2021

Best use of Machine 
Learning/ AI  
SC Awards Europe 2022 Finalist

Best Regulatory & 
Compliance Solution 
SC Awards 2022Short Form 

Video Training 
Platinum VIDDY Award 2022




