
Case Study

ADVANCED EMAIL 
SECURITY HELPS LOCK 
OUT URL, ATTACHMENT 
AND IMPERSONATION 
ATTACKS, PREPARES 
THE COUNCIL FOR GCSX 
RETIREMENT, AND CUTS 
EMAIL SECURITY ADMIN 
BY 50% - AT THE RIGHT 
PRICE AND WITHOUT 
DISRUPTING USERS.

NEW THREATS
 
In recent years SMBC has seen an increasing 
number of attack attempts using email as the 
attack vector.

They included malicious URL and attachment 
exploits and impersonation style attacks as 
well as more traditional spam and malware. 
Whilst our existing system coped with the 
situation, it was proving inefficient.

Network Manager, John Lees, explained: “Our 
email security solution was simply no longer 
up to scratch. It was not moving with the 
times or giving us the protection we needed, 
particularly against URL and attachment-
based attacks.
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At a Glance 

Company:
Solihull Metropolitan Borough Council provides vital 
public services, from housing to schools (25,000 
students), for residents and businesses in the Solihull 
area of the West Midlands in the UK. Local policy is 
decided by 51 elected councillors and implemented 
by around 3,000 officers permanently employed by 
the council.

Email is a vital communications tool for councillors and 
officers and the primary means of contact between 
the council, residents, local businesses and a range of 
partners. The availability and security of the council’s on 
premise email services are vital.
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INEFFICIENT AND DISRUPTIVE
 
The main issue for John’s team and users was 
the sheer scale of the manual intervention 
required to plug the gaps left by their 
existing email security solution.

“We were spending a lot of time administering 
the product, putting bypass rules in and 
manually protecting the email environment,” 
he said. “Managing email security manually 
had become at least a full-time job, which 
was ludicrous.

Managing block lists, looking after spam false 
positives and email quarantine was a daily 
task. That burden was only going to increase 
over time as new threats emerged, so we 
had to act.”

That manual approach was also creating 
issues for users, according to John: “The 
reactive approach allows a lot of malicious 
emails to get through. Users were very good 
and we were able to avoid serious incident 
but it would have only been a matter of time. 
It only takes a few users to open the wrong 
email and you’ve got a world of trouble.”

False positives were also a big issue; one that 
attracted user complaints and added to the 
email admin burden.

FOUR AIMS
 
John approached the task of identifying a 
new email security provider with four core 
objectives in mind.

“Obviously we wanted to radically improve our 
email security and lower the admin overhead. 
But they weren’t the only considerations,”  
he explained.

“The new solution also needed to vastly 
improve the user experience. We were 
getting complaints that too much email was 
being blocked. False positives did slow down 
the usual workflow and affect productivity 

– but we wanted to fix that without asking 
users to learn a new system or change their 
behaviour. It has to be a low-friction solution.”

In addition, John had one eye on the  
future: “At some stage, it seems likely we will 
move over to a cloud email environment, so 
the solution we chose needed to support 
the current on-premises environment and 
cloud email equally well. It also needed 
to offer us a simple, user-friendly secure 
messaging service, to help us prepare for 
GCSX retirement.”

Mater also needed a flexible training 
solution – given the wide variety of different 
users across the business. “A cookie-
cutter approach wouldn’t work. Our users 
have a wide range of roles and computer 
literacy levels.” 
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BENCHMARKING PROCESS
 
Given John’s exacting requirements and the 
need to be mindful of cost, finding the right 
solution proved surprisingly easy. John had 
been aware of Mimecast for some time and 
embarked on a benchmarking study that 
pitted the existing supplier against Mimecast 
and two other options.

“We could clearly see it was going to be a big 
improvement on what we had, so it was 
the right solution technically and in terms 
of price.”

EMAIL SECURITY. TRANSFORMED
 
The decision was made and the benefits 
of Mimecast Targeted Threat Protection, 
including advanced protection against 
attachment, URL and impersonation attacks 
were immediately clear.

Mimecast blocked more than 400 attacks of 
either malicious links or attachment in six-
month period.

“Our security footing has been considerably 
improved,” John said. “Mimecast adds a 
crucial layer without impacting on users 
or email flow. As a result, we have seen 
a significant reduction in the number of 
malicious emails getting through”

“I’d estimate that the admin burden was at 
least halved within a couple of months of 
implementing Mimecast. Service desk calls 
are down considerably – which also points to 
a better user experience - and I expect that 
to drop away further still as users get used to 
a lower friction solution.

“The days of logging into the spam filter and 
hold queue daily to check for false positives 
are gone too. Now we’re confident enough 
in Mimecast to leave it for users to pick up 
in the main. We don’t have to keep adding 
phrases to block malicious email either.”

“It gives me absolute 
peace of mind to 
know that, thanks  
to Mimecast, we  
have improved our 
email security.”
John Lees, 
Network Manager, Solihull
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SET FOR THE FUTURE
 
In addition to all that, Mimecast Secure 
Messaging offers users a simple, hassle free 
alternative to GCSX.

John explained: “When we retire GCSX, 
Mimecast should ease the transition. To 
send sensitive email via an encrypted, secure 
channel, users will have the option to add the 
[SECURE] tag to any email and send in the 
usual way. Mimecast will do the rest.”

Equally, the Mimecast solution is at home 
defending an onpremise or a cloud email 
environment – while tougher email security 
can only help strengthen the council’s 
information security resilience, especially 
considering GDPR.

“Mimecast is a cost-effective defence against 
advanced email threats with almost no 
impact on users and at an affordable price. 
But it is also a solution that will grow and 
move with us as our needs change.
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Mimecast (NASDAQ: MIME) makes business email and data safer for thousands of customers with millions of employees worldwide.
Founded in 2003, the company’s next-generation cloud-based security, archiving and continuity services protect email and deliver  

comprehensive email risk management.


