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Human risk is the
financial sector’s
costliest vulnerability

¢ ALOOKAT e

® THE STAKES ARE STAGGERING ®

42%

of organizations report an increase in
malicious insider threats over the past
year. Each insider-driven incident costs
an average of $13.1 million.

® Al THREATS ARE ACCELERATING e

69%

of security leaders say Al-powered attacks
are inevitable within 12 months, but only
40% have a strategy in place. Meanwhile,
80% are concerned about sensitive data
leaks through generative Al tools.

Get the
full picture.

Download The State of
Human Risk 2026 Report.

GET THE REPORT

The numbers your security
team needs to see.
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® THE PROTECTION GAP IS REAL ®

96%

of organizations acknowledge incomplete
protection, yet only 28% combine both
regular security awareness training and
continuous monitoring.

® COMPLIANCE CONFIDENCE IS CRUMBLING

59%

of organizations lack confidence in their
ability to quickly locate communications
data for regulatory requirements, and
91% face challenges ensuring consistent
employee compliance.
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https://www.mimecast.com/resources/ebooks/state-of-human-risk/

