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Managed Threat Response

Fully managed, analyst-driven response for every

email your users report

The Challenge

66% of SOC teams can't keep pace with alert volumes
(1), and user-reported email is a growing part of the
problem. As security awareness programs mature,
phishing report volumes climb with them, flooding the
reported-email queue. As a result, SOC teams often
respond by deprioritizing it, batching it for business
hours, or handing it to their least-experienced analysts.
This reality presents challenges:

+  User-reported queues going uninvestigated
overnight, the window attackers exploit most

*  Analysts burning hours on predominantly-benign
submissions instead of live threats

+  Automation-only tools pushing edge-case review
and Al tuning back onto the customer

*  No clear accountability when a reported threat
slips through and causes an incident

The Solution

Managed Threat Response closes the loop on every
email a user reports. Mimecast's 24x7 analyst team
receives the submission, investigates using email
security expertise and real-time threat intelligence,
classifies the message, and executes remediation -
blocking the sender, removing affected messages from
all users across the tenant, and updating detection
logic in the Mimecast email security solution. The
customer’s security team sees the outcome, not the
work. There is no console to learn, no Al model to tune,
and no analyst headcount to fund. Mimecast owns

66% of SOC teams cannot keep pace with incoming alert volumes — SANS Institute, 2025 SOC Survey
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the full workflow from the moment a user hits report,
with APl-based integration that routes analyst output
directly into the customer’s SIEM, SOAR, or case
management platform.

99% Of user-reported email handled
by Mimecast analysts

UP TO 40% Alert volume reduction for
MSPs routing to Managed Threat Response

Free your SOC - 99% of user-reported email
handled for you

Average performance-to-date: threats
acknowledged in under 10 minutes,
remediated in 3

Always on coverage - 24x7, 365 days a year

No additional console. No Al tuning. No
additional SOC headcount to fund.

Integrates with your existing reporting button
and workflow



https://www.sans.org/white-papers/sans-2025-soc-survey

Key Benefits

Workload eliminated, not delegated: Managed Threat Response handles 99% of the user-reported email queue - removing the
highest-volume, lowest-signal alert category from SOC workload entirely, freeing analysts for threats that need their judgment

24x7 coverage without the staffing cost: A single mid-level analyst typically covers business hours only. Managed Threat Response
delivers 24x7 expert response without the hiring, training, or attrition risk.

Named accountability when it matters: When a message is missed or misclassified, one team owns the outcome. Mimecast's
contractual accountability removes the ambiguity of automation-only tools, where edge-case responsibility defaults to the customer.

Response times that close the gap: MTTA under 10 minutes, typical MTTR of 3 minutes, under 15 minutes across almost all cases.

Key Capabilities

. 24x7 expert review - automated triage filters benign submissions so analysts focus on genuine threats
Threat classification across phishing, BEC, malware delivery, credential harvesting, and benign submissions
+  Threatintelligence enrichment: sender reputation, URL analysis, and attachment assessment - plus analyst
Analyst-Driven recommendations for configuration or policy gaps
Investigation +  Transmission notes - why the message reached the inbox (policy gap, misconfiguration, or active evasion)
and recommended remediation
. Collaboration - admins can dispute classifications and add context via Follow-up, triggering analyst
reassessment for accurate outcomes

Sender blocking and cross-mailbox removal, with full audit trail of remediation actions
. Detection logic updates applied to the Mimecast gateway on confirmed threat classification
. Microsoft Graph API integration for direct, authenticated post-delivery actions across the M365 tenant

Remediation,
With Context

+  Compatible with existing abuse mailbox flows - works alongside third-party awareness training and
phishing simulation programs; user reports route to Managed Threat Response via existing buttons
without changing awareness training vendor or end-user workflows

. +  APl-accessible outputs route classification, threat intel, and remediation notes to SIEM, SOAR, or case
Integration & Workflow management platforms

. Full submission visibility of all reported emails, not only remediated ones, accessible in Mimecast Analysis
& Response

No console deployment required for proof-of-value or production use

Need help triaging user-reported email? Discover more about Managed Threat Response

by requesting a demo via:
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https://www.mimecast.com/demo/
https://www.mimecast.com/proof-of-value/

