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Data Sheet

Email Recovery  
Automate data recovery for email with 
Mimecast’s Sync & Recover solution 

Email continues to be the preferred business 
communication tool and de facto data 
repository. It holds vast amounts of critical 
and sensitive information. Protecting this 
data against loss or corruption and managing 
spiraling inboxes is imperative. Without the 
right tools this can be a major challenge. 
 
Data recovery and resilience 
Sync & Recover delivers rapid and granular 
recovery of mailboxes, calendar items, tasks, 
notes, and contacts lost through inadvertent 
or malicious deletion or corruption. Easy to 
deploy and a fully integrated extension to 
the Mimecast Cloud Archive, it eradicates 
the need for standalone email backup and 
recovery tools and is 100% cloud-based.

Combined with Mimecast Email Security 
and Continuity services as part of a layered 
defense against malware attacks like 
ransomware, organizations benefit from 
industry-leading prevention of email-borne 
cyber exploits, simplified recovery of email 
data in case of breach, and uninterrupted 
email access. This robust cyber resilience 
capability is delivered from a single, unified 
platform and administration console.

Key Benefits 
Sync and Recover 

• Unifies management of compliance archiving 
and data resiliency

• Streamlines configuration of recovery 
and search

• Provides multi-layered defense against 
Exchange data loss or damage due to 
ransomware and other malware

• Reduces administrative complexity with 
cloud-to-cloud backup; no hardware or 
software to manage
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Automate Data Recovery for Email with Mimecast’s Sync & Recover solution 

Consistent end-user access 
To aid recovery and simplify employee archive 
search and navigation, individual and shared 
Outlook mailbox folders can be replicated to 
the Mimecast Cloud Archive. Employees get vital 
access to familiar folders and shared mailbox 
content from Outlook, mobile devices, Mac and 
web apps (Mimecast Personal Portal), even if 
primary mail systems are unavailable.

 

Cloud based efficiency 
Cloud-to-cloud backup technology with no 
hardware or software to manage with support 
for complex, global messaging environments 
including M365, Exchange on-premises, 
and hybrid Exchange email. Automatically 
synchronizes up to 6 times per day, with tracking 
of all changes.

Granular retention management 
Granular Retention Management allows 
administrators to simply manage policy-based 
retention of email content and metadata. 
Administrators can even automate complex, 
custom rules for user archive retention, 
administrative retention, and expiry. They can 
apply policies based on email metadata, Active 
Directory group membership and attributes. 
Multiple retention period scenarios, including 
split retention across the user base, can also 
be applied. 


