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Protect Data

Protecting you where work happens

The Best Defense is a Good Offense

Effective information governance is a business-
critical issue for organizations of all sizes and across
a wide variety of industries. As the massive volumes
of data being created converge with increasingly
stringent restrictions on how information must be
maintained, the data management quandary is fast
approaching a boiling point; and organizations are
struggling to keep pace. From enforcing complex
regulatory policies and reducing legal exposure to
ensuring efficient data retrieval and safeguarding
employee productivity, companies need solutions
that can tame complexity, minimize risk, reduce
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costs, and decrease the burden on already over-
taxed resources.

What's Happening?

3outof5 only 50% 45%

organizations have experienced of organizations have mature have not conducted an audit
a breach of personal approaches for conforming with privacy to locate all personal and
information in the last year regulations and are fully compliant sensitive data

* Gartner



mimecast

Protecting you where work happens

The Mimecast Cloud Archive solution is a multi-purpose platform that serves the needs of legal,
compliance, and IT leaders. Mimecast helps companies protect their people, communications, and data
by providing comprehensive, cloud-based security and compliance solutions that mitigate risk and
reduce the cost and complexity of creating a cyber-resilient organization. A seven-time Gartner Magic
Quadrant leader for Enterprise Information Archiving, the solution allows you to:

Ensure Compliance

Mimecast Cloud Archive removes the guess
work from compliance by automating the
enforcement of customer-defined retention
policies. Customers can reduce the risk, cost,
and complexity of navigating evolving
regulatory requirements, while controlling
audit readiness.

Simplify e-Discovery
Mimecast Cloud Archive delivers the

industry's fastest e-discovery search, allowing
customers to search millions of records in

service tools for legal and compliance teams
dramatically streamline case management,
which decreases the burden on IT and
provides greater visibility and control

over Early Case Assessments (ECA) and
third-party costs.

Improve Productivity and Insights
Mimecast Cloud Archive allows organizations
to turn information into insights by putting
data at users' fingertips. Intuitive desktop
tools and mobile applications mean
employees no longer waste hours searching

for information and can instead spend their
time analyzing and acting on it.

seconds. The solution’s e-discovery collection,
legal hold and review capabilities, and self-

Mimecast is the most recommended
Archive software on the market

Top 3 challenges solved by deploying
Mimecast Archiving

« Delivered better access to information ¢ 93% of Mimecast Archive customers

«  Simplified e-discovery & compliance would recommend it to a peer

+ Integrated backup & archiving *  61% of mimecast Customers achieve
ROl in less than 18months

7 3 «  100% of Mimecast data archiving
X X clients surveyed are planning to
Gartner Enterprise Radicati Market

Information Archiving Quadrant Leader
MQ™ Leader

renew services

2 X X

Forrester InfoTech Archive Data

Quadrant & Emotional
Footprint Champion

Wave Leader
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Mimecast Cloud Archive
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Mimecast Cloud Archive is a 7x Gartner Magic Quadrant-leading solution trusted by over 17,000
organizations globally to make their data compliant, easily searchable, and secure, providing capabilities

in the following core areas:

Enterprise Information Archiving

Organizations are struggling with accelerating
growth in email and other collaboration tools
and the associated burdens of protecting and
retaining it for e-discovery, compliance, and
resilience. Mimecast Cloud Archive allows
organizations to easily manage data growth
without the headaches of maintaining an in-
house archive.

Key capabilities include:

. Bottomless, immutable archive with granular
retention up to 99 years

*  Support for a wide range of data types,
including email, Microsoft Teams, and third-
party applications

*  Total cost of ownership that's 40-60% less
than legacy solutions

+  Simplified maintenance and administration
with robust e-discovery for reduced
litigation risk

. Fast, self-service access for end users via
Mimecast for Outlook, web-based Mimecast
Personal Portal, and mobile app.
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Compliance

Mimecast's compliance and surveillance
capabilities dramatically simplify the enforcement
of compliance standards by automating the
enforcement of all company-configured policies
and allowing legal and compliance teams to
ensure information confidently and consistently
is managed in accordance with internal and
regulatory-driven requirements.

Key capabilities include:

Self-service administration that allows legal
and compliance teams to set and modify
retention and expiry standards

Encrypted, secure storage in multiple
geographically-dispersed data centers with
triplicate copies for built-in redundancy and
zero RPO and RTO

Complete chain of custody and
audit reporting

Data immutability by default and detailed
activities logging

Cloud-based, WORM compliant storage



End User Search

Balancing employee expectations to have
anytime, anywhere access to information with
the need to enforce compliance and governance
policies presents an on-going challenge for
legal, compliance, and IT teams. Mimecast Cloud
Archive offers the best of both worlds - intuitive
desktop tools and mobile applications that let
employees work smarter without sacrificing
administrative control.

Key capabilities include:

* Rapid access to their complete archives -
backed by the fastest search in the industry

* Instant access to all live and historical email
when primary mail systems are unavailable

+  Self-service security features, including spam
and phishing reporting, managed sender lists,
and hold queues

The True Cost
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e-Discovery

In conjunction with Mimecast's compliance
capabilities, Mimecast helps reduce exposure to
legal threats through immutable archives, robust
e-discovery, and defensible disposition.

The solution’s e-discovery capabilities are
designed to both improve defensibility and
reduce costs by providing:

+  Comprehensive e-discovery and litigation

support, including retention, legal hold, case
management, and data export

The industry's fastest service level agreement
for search, delivering guaranteed search
results across millions of records in seconds

Centrally managed and rapidly deployed
litigation holds

Fast, effective case review with automated
culling to significantly reduce third-party costs

Self-service search and access for legal and
compliance teams

Rapid early case assessments

$18,000

The average e-discovery cost for
one gigabyte of data is $18,000’

35%

A searchable record of knowledge that
is integrated and inclusive can reduce
the amount of time spent searching
for internal information by up to 35%?2

30,000

The average global organization
faces 30,000 legal and
regulatory record-keeping
requirements?

1. RAND Institute for Civil Justice, Where the Money Goes: Understanding Litigant Expenditures for Producing Electronic Discovery
2. McKinsey Global Institute, The social economy: Unlocking value and productivity through social technologies
3. ARMA International
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Expanded Capabilities
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Unlock the power of your information with a multi-purpose archive

Compliance & Supervision

Reduce the risk and complexity of navigating
dynamic and regulatory requirements, while
controlling audit readiness.

Compliance Protect

For compliance with financial services regulation
SEC 17a-4, Mimecast Cloud Archive offers
Compliance Protect, a set of capabilities,
including immutability and a tamper proof
environment, validated to meet this rigorous
standard. Compliance Protect enables a
minimum threshold period, providing
immutability against accidental or malicious
destruction of data, until that specified
period is met.

Archive for Microsoft Teams

Decrease risk for the way your employees work
today with security and compliance controls for
Microsoft Teams.

Data Synchronization & Recovery
Ensure email data is never lost and rapidly
restore inboxes to a point in time with
archiving and data resilience capabilities that
are managed from a single, easily searched
Administration Console.

Data Migration

Reduce the time, cost, and complexity of
shifting away from outdated archive systems by
dramatically streamlining and accelerating the
transfer of legacy data to Mimecast

Cloud Archive.

Looking for best-in-class protection for your communications and your people?

Check out Mimecast's Email Security Solutions and Security Awareness Solutions.
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https://www.mimecast.com/solutions/email-security/
https://www.mimecast.com/solutions/employee-cyber-awareness-training/



